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(54) A protocol for exchanging configuration data in a computer network 



(57) Methods and apparatus are disclosed for pro- 
viding a data framework and associated client/server 
protocol for storing and exchanging data among com- 
puters in a network. A data schema having an n-way 
tree-type structure with a root node layer, intermediate 
node layers, and a data layer lor storing configuration 
data is described. The intermediate node layers contain 
a multitude of nodes containing categorical information 
relating to components and various aspects of the com- 
puter network. Following a tree structure, each interme- 
diate node and root node has branches emanating to 
nodes betow it. These subordinate nodes are referred 
to as children nodes. The data node layer is at the bot- 
tom of the tree and contains actual specific configuration 
data relating to components and other aspects of the 
computer network, such as information regarding users 
registered to use the network. Certain portions of the 



intermediate nodes and data nodes make up persistent 
dataspaces in which the actual specific configuration 
data in the data nodes is modified on either a client or 
a server computer, and is stored on the server computer. 
This allows the associated specific information to be 
nonvolatile and accessible by a multiplicity of client com- 
puters. The client/server protocol allows configuration 
data to be transferred between a client and server and 
for the maintenance of the connection between the cli- 
ent and the serv/er. Configuration data and user profiles 
are stored on a server computer thereby minimizing the 
amount of memory needed by the client computer, 
which can be a device with low memory capabilities 
such as network computers. PDAs, or smart cards. The 
protocol also includes a method of coalescing configu- 
ration data before sending it to a client computer thereby 
reducing the memory requirements of the client compu- 
ter. 
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CROSS-REFERENCES TO RELATED 
APPLICATIONS 

[0001] This application is related to U.S. Patent Ap- 
plication Nos. (not yet assigned), (Attorney Docket No. 
P3250/SUN1P328). filed on May 14, 1998. entitled 
"PERSISTENT STORAGE MANAGERS FOR CLIENT/ 
SERVER ENVIRONMENTS,' (Attorney Docket No. 
P3249/SUN1P329). filed on May 14, 1998, entitled "A 
GENERIC SCHEMA FOR STORING CONFIGURA- 
TION INFORMATION ON A CLIENT COMPUTER", (At- 
torney Docket No. P3255/SUN1 P330). filed on May 14, 
1998, entitled ' METHOD AND APPARATUS FOR A 
CORE APPLICATION PROGRAMMING INTERFACE," 
(Attorney Docket No. P3252/SUN1 P331 ), filed on May 
14. 1998, entitled "PERSISTENT STORAGE INTER- 
FACE FOR A CONFIGURATION OBJECT-BASED 
SYSTEM," (Attorney Docket No. P3251/SUN1 P333, 
filed on f^y 14. 1998, entitled "A GENERIC SCHEMA 
FOR STORING CONFIGURATION INFORMATION ON 
A SERVER COMPUTER," and U.S. Provisional Appli- 
cation No. (not yet assigned, (Attorney Docket No. 
P3276Z/SUN1 P335-1-), filed on May 14. 1998. entitled 
"JAVA SYSTEM DATABASE," which are incorporated 
herein by reference. 

BACKGROUND OF THE INVENTION 

1. FIELD OF THE INVENTION 

[0002] The present invention relates generally to 
computer software and computer network applications. 
More specifically, it relates to client server applications 
and the exchange of configuration data among compo- 
nents in a computer network. 

2. DISCUSSION OF RELATED ART 

[0O03] One type of conventional computer network in- 
volves connecting a series of personal computers re- 
ferred to as clients {&.g., Sun SPARC workstations or 
IBM PCs), to one or more server computers. The client 
computers are generally self-sufficient and contain with- 
in their own memory much of the information needed to 
run user applications and perform network operations. 
That is, they contain information regarding their own 
configuration with regard to both software and hardware 
capabilities and requirements. The client computers typ- 
ically access the network servers for a variety of reasons 
such as, for example, accessing network software ap- 
plications, sending and receiving email, retrieving and 
storing information on a network database. However, in- 
formatton specific to a particular client computer gener- 
ally resides on the client computer. This information can 
include, for example, the amount of memory or databus 
types, hardware specifications, such as what type of da- 



tabus or additional processors. Since the client comput- 
ers are relatively self-sufficient and store their own con- 
figuration information (and, thus is not available on the 
server computer), the task of data and application man- 
5 agement on a client computer has become increasingly 
burdensome. 

[00O4] Although it is possible to propagate minor 
changes or fixes to applications that reside on a server 
on the network to the client computers, any significant 

10 upgrade or fix, or installation of a new application that 
effects every client requires that each client computer 
be accessed and updated individually by a network ad- 
ministrator. With the increasing number of computers 
being connected to networks ranging in the tens of thou- 

15 sands in some enterprises, the burden of installing ma- 
jor revisions or upgrades to application software or to 
general configuration software has become expensive, 
inefficient, and time-consuming. In addition, because 
most client computers are self-sufficient, it is difficult for 

20 users who must use different client computers at differ- 
ent locations to maintain personal preferences with re- 
gard to the applications and configuration data. Thai is, 
even though a user can install personal preferences as 
defaults on their normally-used client computer, it is pos- 

25 sible to replicate these defaults on other client comput- 
ers without changing defaults on those computers. 
[0005] Another type of computer network configura- 
tion involves the use of dumb terminals or thin" clients 
connected typically to a mainframe computer. In this 

30 type of network, nearly all processing and data resides 
on the mainframe computer. The ' thin" client performs 
none of these activities. In this type of configuration all 
the information regarding the client is under control of 
the mainframe computer. If the connection between the 

35 client and the mainframe is terminated, all processing 
stops, and the client cannot conduct any activity. 
[O0O6] As described above, in the conventional net- 
work configuration, the process of installing new soft- 
ware or new applications is a static process. In such a 

40 configuration, the configuration infomiatton for each PC 
is defined on each client machine. Thus, the network 
administrator must staticly define each configuration on 
each PC. In a conventional computer network configu- 
ration, configuration information for each particular sub- 

45 system or client is hardcoded in the particular client. Fur- 
thermore, with conventional network configurations us- 
ing self-sufficient clients connected to network servers, 
application maintenance such as installing new versions 
or major upgrades to software, where the upgrade re- 

50 quires knowledge or access to a subsystem's configu- 
ration, normally requires that the application or the net- 
work be ■ brought down' to do the maintenance. 
[O0O7] With conventional computer networks that 
have multiple clients and a server in which the server 

55 contains information that is needed by a client for vari- 
ous reasons, in many cases all the data c^ the server 
needed by or relevant to the client is moved from the 
server to the client. This can typically involve moving 
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large amounts of data, much of which may not be used 
or is not necessary for the client to operate. Transferring 
all the data to the client is inefficient and increases net- 
work traffic. In addition, the client must have sufficient 
memory and storage to store all information relating to 
that particular client from the server For example, de- 
vices such as PDAs and smart cards which do not have 
large amounts of storage cannot contain in its own mem- 
ory all information including configuration information 
that might be relevant to that particular device. 
[0O08] Therefore, it would be desirable to have a sys- 
tem wrfiich supports distributed management of client 
configurations by storing such configuration information 
at a central repository. This would allow a network ad- 
ministrator to manage subsystem configurations from 
the server, and to propagate all types of changes to ap- 
plications from a server. It would also be desirable to 
allow a network user to log onto different clients and still 
be able to access that user's personal preferences and 
profiles on any client on the network. Furthermore, it 
would be desirable to have a method that allows the 
transfer of data from a server to a client in a efficient and 
fully operational manner. It would also be desirable to 
send data to the client that is in a condensed and com- 
pact form in the sense that the client does not receive 
repetitive data. 

SUMMARY OF THE INVENTION 

[OO09] To achieve the foregoing, and in accordance 
with the purpose of the present invention, a method, ap- 
paratus, and computer readable medium tor creating a 
data framework and associated protocol for storing and 
exchanging data among computers in a network are 
provided. In accordance with one aspect of the present 
invention, a data schema having an n-way tree-type 
structure with a root node layer, intermediate node lay- 
ers, and a data layer for storing configuration data, is 
described. The intermediate node layers contain a mul- 
titude of nodes containing categorical information relat- 
ing to components and various aspects of the computer 
network. Following a tree structure, each intermediate 
node and root node has branches emanating to nodes 
below it. These subordinate nodes are referred to as 
children nodes. The data node layer is at the Ixjttom of 
the tree and contains actual specific configuration data 
relating to components and other aspects of the com- 
puter network. Certain portions of the intermediate 
nodes and data nodes make up persistent memory ar- 
eas in which the actual specific configuration data in the 
data nodes is modified on either a client or a server com- 
puter, and is stored on the server computer thereby 
making the associated specific information nonvolatile 
and accessible by a multitude of client computers. 
[0010] In one embodiment of the present invention, 
the data schema or framework has a client schema sub- 
component that resides on a client computer and a serv- 
er schema sub-component that resides on one or more 



server computers. In yet another embodiment, user 
preferences and profiles are stored in the server sche- 
ma thereby allowing a user on the network to use any 
of the client computers on the network and access the 
s user's preferences. Also stored on the server schema 
are client computer platform and profile information. In 
yet another embodiment, the persistent memory areas 
contain a multitude of data entries, each data entries 
having a name, a list of related nodes, property names 

10 and associated property values. 

[0011] In another aspect of the present invention, a 
data schema for arranging and storing information re- 
lating to a client computer in a computer network having 
a server computer, is described. The data schema in- 
eludes a root node and a multitude of intermediate node 
levels containing intermediate nodes. Each intermedi- 
ate node represents or stores categorical information re- 
lating to the computer network and the client computer. 
The schema also contains actual configuration informa- 

20 tion corresponding to the categorical information in the 
intermediate nodes. The categorical and configuration 
information resides on the client computer thereby al- 
lowing the client computer to adapt to various profiles 
and preferences determined when the client computer 

2S is powered and connected to the network. 

[0012] In one embodiment, the multitude of interme- 
diate node levels includes a top intermediate node level 
having top intermediate nodes. Each top intermediate 
node defines a dataspace having a multitude of data en- 

30 tries. In another embodiment, one of the dataspaces re- 
ferred to as the software dataspace is a persistent da- 
taspace which allows data entries in the dataspace to 
be saved when the client computer is turned off or dis- 
abled. 

35 [0013] In another aspect of the present invention, a 
data schema for arranging and storing configuration in- 
formation relating to a multitude of client computers in 
a computer network having a server computer that 
stores the data schema, is described. The data schema 
40 includes a root node and a multitude of intermediate 
node levels containing intermediate nodes. Each inter- 
mediate node represents or stores categorical informa- 
tion relating to the computer network and client comput- 
ers on the network. The schema also contains actual 
45 configuration information corresponding to the categor- 
ical information in the intermediate nodes that is ar- 
ranged in a data level of the schema. The categorical 
and configuration information resides on the server 
computer thereby enabling the server computer to prop- 
so agate client computer profiles and preferences when re- 
quested by a client computer. 

[0014] In one embodiment, the multitude of interme- 
diate node levels includes a top intermediate node level 
having top intemnediate nodes. Each top intermediate 
S5 node defines a dataspace having a multitude of data en- 
tries. In another embodiment there are two dataspaces, 
a machine dataspace and a users dataspace, which are 
both persistent dataspaces, which allows data entries 
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in the dataspace to be saved when the client computer 
is turned off or disabled. In yet another embodiment, the 
machine dataspace stores computer configuration data 
relating to the multitude of computer types on the net- 
work and the users dataspace stores user configuration 
data relating to the multitude of users that are registered 
to access the computer network. 

[0015] In another aspect of the present invention, 
methods, apparatus, and computer readable medium 
for preparing data for transmission over a computer net- 
work are provided. A data set containing values relating 
to the profile and platform of a client computer is re- 
trieved on a server computer Another data set contain- 
ing values relating to a user preference and user group 
associated with a user using the client computer is also 
retrieved on the server computer. The two data sets are 
related in that they correspond to a user logging onto a 
particular client computer A data item correspondence 
is created by associating data items in the two data sets 
on a property-by-property basis. A set of rules contain- 
ing a list of priorities among data categories is applied 
to the data item correspondence. A final data set is de- 
rived from applying the rule set to the data item corre- 
spondence and is sent over the network to a destination 
computer By sending the final data set over the net- 
work, the amount of data that would be sent if the first 
two data sets had been sent in their entirety is reduced. 
[0016] In one embodiment a connection is estab- 
lished between the client computer and the server com- 
puter. A client profile is sent from the client computer to 
the server computer In another embodiment, the set of 
rules includes an order of preferences for determining 
which data items from the first two data sets will be in- 
cluded in the final data set. In yet another embodiment, 
the client computer is a network computer. 
[0017] In yet another aspect of the present invention, 
methods, apparatus, and computer readable medium 
for configuring a computer in a network having a server 
computer are provided. A connection between the com- 
puter having a profile and a server computer is estab- 
lished. The profile of the computer is sent to the server 
The server then retrieves configuration information 
stored under control of the server according to the pro- 
file. The computer is configured according to the config- 
uration information retrieved on the server and sent to 
the computer, thereby facilitating centralized manage- 
ment of configuration information by the sen/er compu- 
ter. 

[0018] In one embodiment, the profile includes hard- 
ware information relating to the client computer and in- 
formation relating to a user of the client computer In an- 
other embodiment, the client computer and server com- 
puter exchange version information associated with 
software to be used to exchange data between the two 
computers. The exact version of the software to be used 
is determined by the server computer In yet another em- 
bodiment, the client computer is a network computer. In 
yet another embodiment, the server computer stores 



configuration information relating to a multitude of client 
computers on the network and to users registered to use 
the computer. 

5 BRIEF DESCRIPTION OF THE DRAWINGS 

[0019] The invention, together with further advantag- 
es thereof, may best be understood by reference of he 
following description taken in conjunction with the ac- 

10 companying drawings in which: 

[O02O] Figure 1 is a block diagram showing compo- 
nents of a computer network configuration showing a 
system-wide data schema in accordance with one em- 
bodiment of the present invention. 

15 [0021] Figure 2 is an illustration of an n-way tree struc- 
ture representing a client schema hierarchy in accord- 
ance with one embodiment of the present inventksn. 
[0022] Figure 3 is a block diagram showing a structure 
of a JSD server schema in accordance with one embod- 

20 iment of the present invention. 

[0023] Figure 4 is a block diagram showing a tree 
structure of machine namespace in a server schema. 
[0024] Figures 6a-6c are flowcharts showing a proc- 
ess of establishing a connection between a client and a 

25 server and exchanging configuration information in ac- 
cordance with one embodiment of the present invention. 
[0025] Figure 7 is a flowchart showing a process for 
negotiating a communication link between a client and 
a server in accordance with one embodiment with the 

30 present invention. 

[0026] Figure 8a is a flowchart showing in greater de- 
tail steps 617 and 627 of Figure 6. 

[0027] Figure 8b is a block diagram showing the hier- 
archy used to coalesce data in accordance with one em- 

35 bodiment of the present invention. 

[0028] Figures 9a and 9b are flowcharts showing a 
process of periodically sending signals between a serv- 
er to a client to indicate that the connection between 
them is still alive in accordance with one embodiment of 

40 the present invention. 

[0029] Figure 10 is a flowchart of a process of event 
notification in the client/server protocol in accordance 
with one embodiment of the present invention. 
[O030] Figure 11 is a block diagram of a typical com- 

45 puter system suitable for implementing the described 
embodiment of the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

so 

[0031] Reference will now be made in detail to a pre- 
ferred embodiment of the invention. An example of the 
preferred embodiment is illustrated in the accompany- 
ing drawings. While the invention will be described in 
55 conjunction wrth a preferred embodiment, it will be un- 
derstood that it is not intended to limit the invention to 
one preferred embodiment. To the contrary, it is intend- 
ed to cover alternatives, modifications, and equivalents 



4 



BNSDOCIO <EP 0©5761SA2J_> 



7 



EPO 957 616 A2 



as may be included within the spirit and scope of the 
invention as defined by the appended claims. 
[0032] A data framework or schema and associated 
protocol for exchanging data residing in the schema 
among computers in a computer network is described 
in the various drawings. The present invention discloses 
a hierarchy or data schema for representing and storing 
configuration information and related information in a 
system database. For the purposes of illustrating one 
embodiment of the present invention, a Java system da- 
tabase (JSD) is examined. In other preferred embodi- 
ments, the system database can operate on other types 
of platforms. The JSD of the described embodiment is 
a single subsystem that includes at least two major sub- 
components, or sub-schema's, the client schema and 
the server schema. In the described embodiment, data 
relating to a client is stored in a client schema that re- 
sides in the client memory. Configuration data for each 
of the clients is stored in a server schema which resides 
on a network server. Configuration data is exchanged 
between the two schema's or hierarchies through a cli- 
ent/server protocol which insures that the correct infor- 
mation is derived from the server schema and is trans- 
ported or entered into the client schema on the client 
machine and vice versa. The configuration information 
for each client, also referred to as subsystem, is stored 
in the server schema. This is in contrast to conventional 
networks where configuration information regarding a 
client is hardcoded or stored on the client machine. The 
data schema of the present invention allows a network 
administrator to manage configuration information for 
each of the computers in the network from a central re- 
pository such as a single server. Thus, any software up- 
dates, version upgrades, or installation of new applica- 
tions that require knowledge of and access to a subsys- 
tem configuration can be implemented from the central 
repository and propagated to the individual clients. Us- 
ers on the client machines wilt not have to exit applica- 
tions and, moreover, the network does not have to be 
brought down for maintenance in order to install or prop- 
agate the new upgrade or version of the application. 
[0033] Figure 1 is a block diagram showing compo- 
nents of a computer network configuration showing a 
system-wide data schema in accordance with one em- 
bodiment of the present invention. In the described em- 
bodiment, the system-wide data schema is illustrated as 
a Java system database JSD (101) that consists of a 
client schema 103 which resides on a client machine 
1 05 as part of network 1 07. A server schema 111 resides 
on a server computer 109 which is part of network 107. 
[0034] Figure 2 is an illustration of an n-way tree struc- 
ture representing client schema hierarchy 103 in ac- 
cordance with one embodiment of the present invention. 
The hierarchy of client schema 103 as well as the hier- 
archy of server schema 111, is manifested using an n- 
way tree. At the root of the tree is a root entry 201 which 
does not contain any data and is the only node frame- 
work in the hierarchy that references itself. A first level 



of nodes 203 in client schema 103 collectively define 
individual namespaces in the generic client schema. 
The first level 203 in the hierarchy below root entry 201 
and contains the namespace entries. 
s [0035] In the described embodiment, there are six 
namespaces in generic client schema 103. In other pre- 
ferred embodiments, there may be more or fewer name- 
spaces depending on the needs of a particular network 
configuration. In the described embodiment, the stand- 

10 ard top level namespaces for the JSD client are SOFT- 
WARE, DEVICE, INTERFACE, SOFTWARE CONFIG- 
URATION, ALIAS, and TEMP. For example, the SOFT- 
WARE namespace begins at node 205 and includes all 
nodes and data branching from node 205. The specific 
entries in layer 203 of the hierarchy are roots of sub- 
trees that define the unique namespaces. All entries in 
a particular namespace, such as SOFTWARE, are en- 
tries that relate to configuration data regarding software 
applications for client 105. Entries in the data schema 

so of the present invention are made up of a unique name, 
a list of children (entries below the given entry) and a 
set of tuples. Each tuple contains a property name and 
associated property value. For example, in a word- 
processing program a property name can be " font" and 

2S the property value can be Palentino. Similarly, all entries 
under the DEVICE namespace 207 are entries that are 
related to configuration information of client machine 
105 on which client schema 103 resides. Every entry in 
the hierarchy may act as both an entry in a sub-tree and 

30 the root of a sub-tree having descendent entries or chil- 
dren nodes. Each namespace in layer 203 is described 
in U.S. Provisional Application filed on the same date 
herewith and commonly assigned, entitled "JAVA SYS- 
TEfVl DATABASE," which is incorporated herein by ref- 

3s erence. 

[0036] As shown in Figure 2, each entry in the tree 
has a single parent and can have several children 
nodes. A namespace such as SOFTWARE namespace 
209 is a specially designated sub-tree that includes en- 

40 tries that relate to configuration data on software for a 
particular client such as client 105. As shown in Figure 
2 in the described emtDodiment, namespaces are al- 
ways direct descendants of a root entry 201 , also re- 
ferred to as a super root. In other preferred embodi- 

4S ments, namespaces can be defined at other levels in 
the hierarchy and need not descend directly from root 
201 . The standard namespaces of the JSD schema cli- 
ent are created during the startup or booting procedure 
of the client compute. Each of the namespaces in the 

so described embodiment are available in all implementa- 
tions of the Java platform. The six namespaces are well 
known namespaces that are initialized by the Java plat- 
form. Other dynamically constructed namespaces can 
be added to the standard database namespaces after 

ss initialization. 

[0037] Each namespace is managed by a default 
namespace manager The namespace manager con- 
trols how the entries are stored and accessed within the 
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namespace. The manager implements a standard inter- 
face that exports the security, storage, and ownership 
attributes of any entry in the namespace 
[0038] SOFTWARE namespace 209, for example, 
contains a list of installed and/or available systems serv- 
ices such as device drivers, user applications, and user 
configuration information. The software namespace is 
the only namespace in the client schema persistent in 
that a server provides a backup store for all entries in 
this namespace. A persistent name space or entry as 
opposed to transient name space are entries that must 
be saved on a persistent storage location. An example 
of persistent entries are configuration information relat- 
ed to user environments that needs to be stored on per- 
sistent storage. When a user logs on, his or her last 
saved environment needs to be retrieved so he or she 
does not have to reset the environment. Persistent en- 
tries are entries that can be saved and retrieved from a 
permanent storage location. Persistent and transient 
namespaces are staticly separated when namespaces 
are created. A persistent entry is not allowed to reside 
in a transient name space and/or a transient entry is not 
allowed to reside in a persistent name space. In the de- 
scribed embodiment, persistent entries are stored on a 
remote JSD server. In the described embodiment, under 
the SOFTWARE namespace there are four categories: 
application, system, service, and public. In the de- 
scribed embodiment, using the Java platform, some of 
the entries in the SOFTWARE namespace are arranged 
using Java-unique naming conventions and other non- 
Java related entries having naming conventions based 
on specific applications. In the described embodiment, 
company names such as IBM, Sun, or Lotus are given 
names such as com. IBM com. Sun, and com. Lotus. 
These company names distinguish company-specific 
information. Entry names below the company entry are 
company-specific. 

[0O39] As described, the SOFTWARE namespace 
209 is the only namespace of the six that has persistent 
storage in the described embodiment. The other name- 
spaces such as DEVICE namespace 207 have transient 
storage. Entries in these namespaces are lost when the 
client computer is turned off. This is true in the described 
embodiment because the five transient namespaces 
store data that relates specifically to a client computer 
In the described embodiment, the SOFTWARE name- 
space contains application configuration information 
which needs to be saved after the computer is turned off. 
[0040] Under the software namespace are four cate- 
gories: application, system, service and public. Using 
the application category as an example, an entry com. 
Netscape 213 contains the company-unique name (e. 
g., Netscape) and below com. Netscape entry 313 is an 
entry for one of Netscape's products Netscape Naviga- 
tor. Under entry 215 is company-specific information 
217 relating to Netscape Navigator. 
[0O41] Entries 219, 221 and 223 are entries for other 
vendors which will also have entries similar to entry 215. 



10 

In the described embodiment, the structure of the device 
namespace 225 reflects some or all of the input/output 
bus and the devices present on the client. In other 
words, the physical connectivity of buses and devices 
s are represented as a tree of entries where a particular 
bus is the parent and leaf entries contain configuration 
data on the devices. 

[0042] In the software namespace, the leaf node level 
of the hierarchy contains data 227 that is configuration 

10 specific and is arranged according to how the applica- 
tion, for example Netscape Navigator, wants toorderlhe 
specific data in the leaf node level. For a wordprocess- 
ing application, the leaf node entries would contain spe- 
cific information such as font, dictionary definitions, and 

IS other wordprocessing type configuration data. 

[0043] The namespaces in the server schema com- 
ponent of the JSD are persistent storage spaces; that 
is. they remain after the client computer is turned off. In 
the described embodiment, there are two namespaces 

20 in the server schema: machine and user. Figure 3 is a 
block diagram showing a structure of a JSD server sche- 
ma in accordance with one embodiment of the present 
invention. It shows a server computer 109 and server 
schema 111 of Figure 1 in greater detail. At the top of 

25 the n-way tree is a root entry 301, also representing a 
CONFIG namespace in the described embodiment. As 
mentioned, there are two namespaces in the server 
schema. Area 303 represents the machine namespace 
having a machine node 305. Area 307 represents the 

30 user namespace having a user node 309. 

[0044] Machine namespace 303 is made up of three 
categories in the described embodiment. In other pre- 
ferred embodiments, the machine namespace 303 may 
have more or fewer sub-categories depending on the 

■35 platform and requirements of the network. The three cat- 
egories or sub-ranges are platform 311 identifier 313, 
and profile 315. Under platform 311 are a number of en- 
tries that refer to specific computer manufacturers such 
Sun Microsystems and IBM Corporation. This is shown 

■*o in greater detail in Figure 4.. 

[0046] Figure 4 is a block diagram showing a tree 
structure of machine namespace 303 in server schema 
111. As mentioned, under the platform 311 category are 
vendor-specific sub-ranges 401 and 403. The number 

45 of entries at this level depends on the number of different 
computer manufacturers used in the network. Under a 
particular manufacturer such as com. Sun are a number 
of entries shown as entries 405 and 407, where each 
entry refers to a particular model or type of computer 

so made by that manufacturer. For example, under com. 
Sun there is the computer type JDM1 and under com. 
IBM there are computer types NS1000 and NS2000. 
Under each computer type or model are leaf nodes 409 
that specify application configurations for that particular 

ss type of computer. With regard to the type sub-category, 
the application configuration information in the leaf en- 
tries or leaf nodes contain all possible configurations ap- 
plicable to a particular computer, i.e., the computer in- 
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dicated in the parent entry. 

(0046] Under the identifier sub-category having iden- 
tifier root entry 31 3, are entries that contain a unique 
identifier 411 for each computer in the network 107. In 
the described embodiment, a MAC address for each 
computer is used as the unique identifier The data 413 
under a particular client identifier 411 is application con- 
figuration information that is specific to that particular 
computer. Configuration data 413 is distinguishable 
from configuration data 409 under the platform category 
in that the data 41 3 under identifier applies to a specific 
computer as configured by a particular user. In the de- 
scribed embodiment, there are cross-references (not 
shown) among unique identifiers 41 1 under the identifier 
category and the entries under the platform category. 
That is, there is a reference to a particular type of com- 
puter from a specific identifier. This allows the server to 
determine what platfomn or type of computer a particular 
unique identifier refers to. 

[0O47] Under the profile category having a profile root 
entry 31 5 are entries that describe particular categories 
or uses of computers in the network. The configuration 
information for the particular profiles which can also de- 
scribe, for example, departments within a company, is 
contained under the profile's sub-category. Examples 
are shown at nodes 41 5 and 41 7 indicating Finance and 
Sales profiles. Under Finance node 415 is application 
specific data 41 9 containing data related to the Finance 
profile. Similar to references from the unique identifiers 
to the platlorm entries there is also a reference from spe- 
cific identifiers to a profile entry if applicable. That is, if 
a particular computer has a certain profile^ such as a 
computer that is used in the accounting department or 
a computer that is used strictly as a receptionist terminal 
there is a reference from that particular computer's iden- 
tifier to the appropriate profile entry. 
[0048] Figure 5 is a block diagram illustrating a user 
namespace in accordance with one embodiment of the 
present invention. In the described embodiment, the us- 
er namespace 307 has two categories: users and 
groups. The users node 31 7 represents names of the 
individual users on the computer network such as 
shown in nodes 501, 503 and 505. Under each user's 
individual node is specific configuration data that con- 
tains the personal preferences of that individual user 
such as shown at 507. For example, in a wordprocess- 
ing application, a particular user preference could be a 
default font and size for documents. This category al- 
lows an individual user to use any computer on network 
107 and have that user's personal configuration availa- 
ble on that computer. For example, if the user brings up 
a wordprocessing program, the user's preferences will 
be the default instead of the default of the normal user 
of that computer The other category in the user name- 
space is the groups category having a groups node 31 9. 
This category contains entries relating to particular 
groups of users. Groups can include a variety of cate- 
gories such as departments within a company or cate- 



gories that distinguish employees in a company from 
other employees such as shown at nodes 509 and 51 1 . 
In the described embodiment, there are reference point- 
ers going from the individual users 503 and 505 under 
s the users category 31 7 to one or more particular groups 
where appropriate. 

[0049] In the present invention data is exchanged be- 
tween a client and a server in the computer network ac- 
cording to a client/server protocol described in the var- 
10 lous figures. This single protocol, illustrated by arrow 
108 in Figure 1, between client 105 and server 109 as 
shown in Figure 1, is a set of rules and procedures by 
which connections are established and data is ex- 
changed between a client and server The sen/er in the 
IS described embodiment is able to exchange data and 
communicate with external services and storage media 
using many different protocols. The protocols supported 
by the JSD server are diverse, persistency-type proto- 
cols on the back end of the server The client/server pro- 
tocol between the JSD client and the JSD server, on the 
other hand, is sufficiently generic and broad to support 
the diverse array of protocols that typically can be sup- 
ported by the JSD server to exchange data with external 
entities such as persistent storage, data registries, file 
servers and data directories. The client/server protocol 
in this context is designed to have a small ■■ footprint." 
By placing the complexity of managing the multiple pro- 
tocols that are necessary to communicate with external 
entities connected to the server, the burden of having to 
manage these protocols is not placed on the individual 
clients. Thus, what is described is a two-tier model in 
w/hich the first tier is the client/server protocol of the 
present invention between the JSD client and server, 
and the second tier is the multiple protocols supported 
by the JSD server and the various external services and 
data storage entities. 

[0050] Figures 6a-6c are flowcharts showing a proc- 
ess of establishing a connection between a client and a 
server and exchanging configuration information in ac- 
cordance with one embodiment of the present invention. 
At step 601 of Figure 6a, a client computer in the com- 
puter network attempts to open a communication link 
with the network. At this step the client sends a discov- 
ery packet out to the network with the intention of con- 
necting to a server. In the described embodiment, the 
data packet is a DHCP discovery packet which contains 
information about the client. At step 903 a network serv- 
er receives the discovery packet. In the described em- 
bodiment, the client computer contains client schema 
103 and the server computer contains server schema 
111 which collectively define the JSD 101 as described 
in Figure 1 . At step 605 the server computer reads the 
IP address of the sender (an example of a unique iden- 
tifier) of the discovery packet. In the described embod- 
iment, the IP address is used as a unique ID for the client 
sending the data packet. In other preferred embodi- 
ments, other identifiers, such as a MAC ID, can be used 
as a unique identifier. 
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[0051] At step 607 the server sends to the client a 
packet stating that the client has now established a con- 
nection with that particular server. The server is essen- 
tially telling the client that the client will now be commu- 
nicating with the sen/er. At step 609 the client sends a 
negotiation data packet to the server. This step is de- 
scribed in greater detail in Figure 7. The purpose of the 
negotiation packet Is to establish the version of the soft- 
ware that will be used for communication between the 
client and the server. Once the version of the software 
has been established the client sends its specific profile 
information to the server at step 611 . In many instances 
this specific profile information is typically hardcoded in 
the clients PROM. For example, the specific profile in- 
formatkjn for a client would include the type of computer 
such as a Sun JDM1 workstation or an IBM NS1000 
computer. Once the server receives the profile informa- 
tion from the client, the server attempts to match the pro- 
file with a specific profile in its machine namespace 303 
under the platform sub-category 311 at step 613 of Fig- 
ure 3. The server schema machine namespaee 303 
contains the category platforms 311 which stores spe- 
cific profile information on particular types of computers 
made by computer manufacturers. At step 61 3 of Figure 
6b the server searches for the client's profile in the ma- 
chine namespace. At step 615 the server uses the 
unique ID of the client to determine if the client has a 
specific profile. Recall that in the machine namespace 
the category identifiers contains unique IDs of all the cli- 
ents in the network. If the client has a specific profile, 
such as receptionist or sales there is a reference pointer 
from the unique identifier to the corresponding profile. 
[0052] At step 617 the server collapses or combines 
the profile data (If any), and the platform data and sends 
the collapsed or coalesced data entry to the client's soft- 
ware namespace, A process for coalescing the profile 
data and Uie platform data is described in greater detail 
in Figure 8a and 8b. In the described embodiment, data 
regarding the platform of the computer is overridden by 
data in the computer-specific profile if there is one for 
that computer. At step 619 the client populates its soft- 
ware namespace 209 within its client schema 103 with 
the coalesced data entry from the server. At this point 
the boot-up stage for the client computer is complete. 
[0O53] At step 621 a user logs on to the client compu- 
ter thereby starling the log on phase. At this point the 
user's name is sent to the server. At step 623 the server . 
takes the user name to retrieve a configuration in the 
users namespace 307 in the server schema. Recall that 
the server schema 111 has two namespaces in the de- 
scribed embodiment: machine namespace 303 and us- 
er namespace 307. Under the user namespace there 
are two categories: users 317 and user groups 31 9. The 
server at step 623 searches for a user configuration us- 
ing the user's name. At step 625 of Figure 6c the server 
determines whether the user belongs to a group as rep- 
resented by group node 31 9 by checking for reference 
pointers from the users entry to an entry in the group 



category. At step 627 the user configuration entry and 
the group configuration entry is coalesced into a single 
user entry and sent to the client. In the described em- 
bodiment, data in the user configuration entry overrides 
5 any corresponding date in the user group configuration 
entry. The process of coalescing the data from the user 
entry and the group entry is described in greater detail 
in Figures Ba and 8b. At step 629 the client receives the 
user entry and, if necessary, overrides the data previ- 

10 ously populated in the software namespace in the client 
schema by the platform/profile entry. In the described 
embodiment, the user configuration entry sent to the cli- 
ent at step 627 overrides any corresponding data that 
was sent at step 61 9. It should be noted that in the de- 

is scribed embodiment only the software namespace in 
the client schema is populated by data from the server 
because it is only the software namespace that contains 
persistent data. That is, data that resides in permanent 
storage or nonvolatile storage on the server computer. 

20 In other preferred embodiments, other namespaces 
may contain persistent data depending on the needs of 
the computer network. At step 631 the user of the client 
computer can start a particular application. At this stage 
the client computer can start a particular application by 

25 going into the software namespace of its client schema 
to get the appropriate configuration data for the applica- 
tion. At this stage all the configuration data necessary 
for applications to run on the client computer has been 
transferred from the server to the client. In addition, only 

30 configuration data that will be used by the client compu- 
ter is transferred to the client from the server as a result 
of the coalescing performed on the server. 
[0054] Figure 7 is a flowchart showing a process for 
negotiating a communication link between a client and 

■35 a server in accordance with one embodiment with the 
present invention. It shows in greater detail step 609 of 
Figure 6a. At step 701 a client informs a server of version 
information regarding the client's software. The version 
information may also describe hardware components of 

40 the client. This data is sent in data packets via TCP/IP. 
At this step the client is simply informing the server of 
what version of operating software the client is using. At 
step 703 the server examines this version information 
and informs the client of what version of the operating 

45 software the server can support. By doing this, the serv- 
er dictates w^ich version of the operating software will 
be used to exchange configuration data between the cli- 
ent and the server 

[0055] Figure 8a is a flowchart showing in greater de- 
50 tail steps 617 and 627 of Figure 6, It shows a process 
of coalescing configuration data related to a particular 
client on the server in the described embodiment. The 
data is coalesced according to a hierarchy shown in Fig- 
ure 8b in that certain data items in a data entry may be 
55 overridden by corresponding data items from other 
namespaces or categories. At step 801 the server re- 
trieves a platform entry from the platform sub-tree in the 
machine namespace on the server The platform entry 
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contains specific information on the client computer 
type. At step 803 the server determines wl-iether the cli- 
ent has a corresponding profile entry by checking 
whether there is a reference pointer from the client ma- 
chine-unique ID to a particular profile in the profile cat- 
egory. If the client has a profile entry, the server retrieves 
the profile entry at step 805. At step 805 the values in 
the profile entry and the platform entry are coalesced. 
Values for properties that are contained in both entries 
are coalesced on a property-by-property basis accord- 
ing to a hierarchy shown in Figure 8b. In the described 
embodiment, values in the profile entry that have a 
matching property value in the platform entry are over- 
ridden by the profile entry values. The coalescing of en- 
tries is done on a property-by-property basis. If the client 
does not have a profile entry as determined at step S03, 
control goes to step 807. 

[OOS6] At step 807 the server retrieves a user entry 
from the users namespace in the server schema. At step 
809 the server determines whether the user who logged 
on belongs to any of the groups 319. At step 811 the 
server retrieves a group entry but overrides, again on a 
property-by-property basis, values in the group entry 
with values in the users entry. At step 813 the server 
overrides values in the profile/platform entry from step 
805 with values in the coalesced user entry. If the server 
determines that the user does not belong to a group in 
809, it proceeds with step 813. At step 815 the coa- 
lesced data entry relating to the user logging onto the 
client is sent to the client computer and the process is 
complete. 

[COST] Figure 8b is a block diagram showing the hier- 
archy used to coalesce data in accordance with one em- 
bodiment of the present invention. The highest ranking 
entry and, thus, the entry that takes priority over all other 
entries is the user entry shown at block 817. Below that 
is the next highest ranking entry, the user group entry 
shown at block 819. Values in properties contained in 
the group entry are overridden by values of matching 
properties in the user entry. Block 821 is the client profile 
entry. Values of properties in the group entry override 
matching property values in the client profile entry. At 
the bottom of the hierarchy in the described embodiment 
is the client platform entry shown at block 823. Values 
of properties in this entry are overridden by values of 
any matching properties in any of the other three cate- 
gories. In other preferred embodiments, the priority or- 
der can be arranged differently and may also include 
additional or fewer entries in the hierarchy. 
[0058] One feature of the client/server protocol is re- 
ferred to as a heartbeat mechanism which allows the 
client or the server to be informed when the connection 
between the two is broken or disrupted. Figures 9a and 
9b are flowcharts showing a process of periodically 
sending signals between a server to a client to indicate 
that the connection between them is still alive in accord- 
ance with one embodiment of the present invention. The 
heartbeat mechanism typically begins soon after the ne- 



gotiation phase (step 609 and Figure 7} and continues 
throughout the time the connection is up between the 
client and the server. It is an important feature that either 
the client or the server be informed when the connection 
s between the two is disconnected or disnipted. At step 
901 the server sends a data packet to the client. The 
first time this occurs is typically right afterthe negotiation 
phase and is sent at regular intervals while the connec- 
tion is up. In the described embodiment, a heartbeat 
10 daemon runs on both the client and server and is es- 
sentially one thread in the client/server protocol. In other 
preferred embodiment, the deamon can run on either 
the server or the client and can be multi-threaded proc- 
ess. The server maintains state information on the con- 
's nection and includes data such as the time that data 
packets were sent to the client. At step 903 the server 
determines whether there is a return data packet from 
the client, /.s.. a heartbeat. If there is a heartbeat at step 
905 the data packet from the client is sent to the server 
20 At 901 the server again sends a data packet to the client 
after a set time interval such as 1 0 minutes. In other pre- 
ferred embodiments, the time can be greater or less. 
[0059] If it is determined at step 903 that the client has 
not sent back a data packet to the server, i.e., there is 
25 no heartbeat, the server uses the state information and 
structure (a directory cache) to indicate that there was 
no return data packet. This is done at step 907. A dirty 
bit is placed in the structure to indicate that the connec- 
tion has been broken. At step 909 the server and client 
30 attempt to reconnect at which time the server checks 
the dirty bit in its state structure to see if an update is 
necessary on the client. This can arise if there are 
changes made to the configuration information on the 
server that relates to the client. At step 911 the server 
35 updates the client configuration. Similar to the directory 
cache state structure on the server, the client also has 
a similar structure indicating the state information which 
may contain a dirty bit to indicate if an update should be 
sent to the server from the client. Thus, at step 91 3 the 
■*o client checks its dirty bit to see if an update should be 
sent to the server. At step 915 the client updates the 
server schema. At this point the reconnection between 
the client and server has been reestablished and the 
heartbeat mechanism resumes operation after the ne- 
45 gotiation phase is complete. 

[0060] Another feature of the client/server protocol of 
the present invention is the ability to notify clients using 
a particular application of updates to that application 
made on the server. Figure 1 0 is a flowchart of a process 
so of event notification in the client/server protocol in ac- 
cordance with one embodiment of the present invention. 
At step 1301 the server schema is updated with a appli- 
cation fix or change or is modified with a general con- 
figuration update. At step 1003 the server examines its 
55 cache directory to see which clients are using the con- 
figuration data that was changed or which clients would 
want to be informed of the general configuration change 
made in the server schema. The server cache directory 
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is a list of being used by clients that are connected to 
the server. At step 1005 the server broadcasts the up- 
date or change to the appropriate clients. On the client 
side the client determines which applications might be 
effected by the update or whether the general configu- s 
ration update is relevant to that particular client at step 
1007. At step 1009 the client determines whether the 
application that is being effected by the update is regis- 
tered to be notified of any changes to the application. If 
the application is registered to be notified control goes io 
to step 1011 where the application is notified of the up- 
date at step 1011 . At this stage the process is complete. 
If the application has not registered to be notified of the 
change the application ignores the change or update 
and continues without being notified. is 
[0061] Another feature of the client/server protocol of 
the present invention is the ability to either guarantee 
that a particular operation was done or not done. This 
feature is referred to as atomicity of the client/server pro- 
tocol. The client/server protocol implements a two- 20 
phase commit procedure for performing updates in the 
client and server schema. In the first phase the root of 
the sub-tree of the schema is locked in order for an up- 
date to be made to one of the entries in that particular 
sub-tree. In the second phase the update is performed ss 
in one of the entries in the sub-tree and the root of that 
sub-tree is then unlocked. By locking the root of the sub- 
tree all entries and nodes below the root in that sub-tree 
cannot be accessed by other clients or applications. An- 
other client application that tries to update an entry in so 
the sub-range that has been locked wilt have either a 
block or unblock transaction. If the client application de- 
sires to wait for the unlock to occur and then make its 
own update, that transaction Is said to be a block trans- 
action. In this scenario the update is placed in a queue. 35 
If the application does not want to wait for the lock to be 
removed, the transaction is referred to as a non-block 
transaction and is returned to the application. Through 
this mechanism the client/server protocol can guarantee 
to a client application that either the operation or update 40 
requested will be performed, i.e. that the transaction is 
blocked or that the operation was not performed, i.e. the 
transaction was non-blocked. 

[0062] The present invention employs various com- 
puter-implemented operations involving data stored in •^s 
computer systems. These operations Include, but are 
not limited to. those requiring physical manipulation of 
physical quantities. Usually, though not necessarily, 
these quantities take the form of electrical or magnetic 
signals capable of being stored, transferred, combined, so 
compared, and otherwise manipulated. The operations 
described herein that form part of the invention are use- 
ful machine operations. The manipulations performed 
are often referred to in terms, such as, producing, iden- 
tifying, running, determining, comparing, executing, ss 
downloading, or detecting. It is sometimes convenient, 
principally for reasons of common usage, to refer to 
these electrical or magnetic signals as bits, values, ele- 



ments, variables, characters, data, or the like. It should 
remembered, however, that all of these and similar 
terms are to be associated with the appropriate physical 
quantities and are merely convenient labels applied to 
these quantities. 

[0063] The present invention also relates to a device, 
system or apparatus for performing the aforementioned 
operations. The system may be specially constructed 
for the required purposes, or it may be a general pur- 
pose computer selectively activated or configured by a 
computer program stored in the computer. The process- 
es presented above are not inherently related to any 
particular computer or other computing apparatus. In 
particular, various general purpose computers may be 
used with programs written in accordance with the 
teachings herein, or, alternatively, it may be more con- 
venient to construct a more specialized computer sys- 
tem to perform the required operations. 
[0064] Figure 11 is a block diagram of a general pur- 
pose computer system 1 1 00 suitable for carrying out the 
processing in accordance with one embodiment of the 
present invention. Figure 11 illustrates one embodiment 
of a general purpose computer system. Other computer 
system architectures and configurations can be used for 
carrying out the processing of the present invention. 
Computer system 1 1 00, made up of various subsystems 
described below, includes at least one microprocessor 
subsystem (also referred to as a central processing unit, 
or CPU) 1102. That is, CPU 1102 can be implemented 
by a single-chip processor or by multiple processors. 
CPU 1102 is a general purpose digital processor which 
controls the operation of the computer system 11 00. Us- 
ing instructions retrieved from memory, the CPU 1102 
controls the reception and manipulation of input data, 
and the output and display of data on output devices. 
[0065] CPU 1 1 02 Is coupled bi-directionally with a first 
primary storage 1104, typically a random access mem- 
ory (RAfV^), and uni-directionally with a second primary 
storage area 1 1 06. typically a read-only memory (ROM), 
via a memory bus 1108. As ts well known in the art, pri- 
mary storage 1104 can be used as a general storage 
area and as scratch-pad memory, and can also be used 
to store input data and processed data. It can also store 
programming instructions and data, in the form of a mes- 
sage store in addition to other data and instructions for 
processes operating on CPU 1102. and is used typically 
used for fast transfer of data and instructions in a bi- 
directional manner over the memory bus 1108. Also as 
well known in the art, primary storage 1106 typically in- 
cludes basic operating instructions, program code, data 
and objects used by the CPU 1102 to perform its func- 
tions. Primary storage devices 1104 and 1106 may in- 
clude any suitable computer-readable storage media, 
described below, depending on whether, for example, 
data access needs to be bi-directional or uni-directionat. 
CPU 1 1 02 can also directly and very rapidly retrieve and 
store frequently needed data in a cache memory 1110. 
[0066] A removable mass storage device 1112 pro- 
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vides additional data storage capacity for the computer 
system 1100, and is coupled either bi-directionally or 
uni-directionalty to CPU 1102 via a peripheral bus 1114. 
For example, a specific removable mass storage device 
commonly known as a CD-ROM typically passes data 
uni-directionally tothe CPU 1102, whereas a floppy disk 
can pass data bi-directionally to the CPU 1102. Storage 
1112 may also include computer-readable media such 
as magnetic tape, flash memory, signals embodied on 
a carrier wave, PC-CARDS, portable mass storage de- 
vices, holographic storage devices, and other storage 
devices. A fixed mass storage 1116 also provides addi- 
tional data storage capacity and is coupled bi-direction- 
ally to CPU 1 1 02 via peripheral bus 1 1 1 4. The most com- 
mon example of mass storage 1116 is a hard disk drive. 
Generally, access to these media is slower than access 
to primary storages 11 04 and 1106. Mass storage 1112 
and 1116 generally store additional programming in- 
structions, data, and the like that typically are not in ac- 
tive use by the CPU 1 102. It will be appreciated that the 
information retained within mass storage 1112 and 1116 
may be incorporated, if needed, in standard fashion as 
part of primary storage 1104 (e.g. RAM) as virtual mem- 
ory. 

[0067] In addition to providing CPU 1102 access to 
storage subsystems, the peripheral bus 1114 is used to 
provide access other subsystems and devices as well. 
In the described embodiment, these include a display 
monitor 1118 and adapter 1120, a printer device 1122. 
a network interface 1124, an auxiliary input/output de- 
vice interface 1126, a sound card 1128 and speakers 
11 30, and other subsystems as needed. 
[0068] The network interface 1124 allows CPU 1102 
to be coupled to another computer, computer network, 
or telecommunications network using a network con- 
nection as shown. Through the network interface 1124, 
it is contemplated that the CPU 1102 might receive in- 
formatksn, e.g., data objects or program instructions, 
from another network, or might output information to an- 
other network in the course of performing the above-de- 
scribed method steps. Information, often represented as 
a sequence of instructions to be executed on a CPU, 
may be received from and outputted to another network, 
for example, in the form of a computer data signal em- 
bodied in a carrier wave. An interface card or similar de- 
vice and appropriate software implemented by CPU 
1 1 02 can be used to connect the computer system 1 1 00 
to an external network and transfer data according to 
standard protocols. That is, method embodiments of the 
present invention may execute solely upon CPU 1102. 
or may be performed across a network such as the In- 
ternet, intranet networks, or local area networks, in con- 
junction with a remote CPU that shares a portion of the 
processing. Additional mass storage devices (not 
shown) may also be connected to CPU 1102 through 
network interface 1124. 

[0069] Auxiliary I/O device interface 1126 represents 
general and customized interfaces that allow the CPU 



1 1 02 to send and, more typically, receive data from other 
devices such as microphones, touch-sensitive displays, 
transducer card readers, tape readers, voice or hand- 
writing recognizers, biometrics readers, cameras, port- 
5 able mass storage devices, and other computers. 

[00701 Also coupled to the CPU 1102 is a keyboard 
controller 1132 via a local bus 1134 tor receiving input 
from a keyboard 1136 or a pointer device 1138, and 
sending decoded symbols from the keyboard 1136 or 
io pointer device 1 1 38 to the CPU 1 1 02. The pointer device 
may be a mouse, stylus, track ball, or tablet, and is use- 
ful for interacting with a graphical user interface. 
[0071] In addition, embodiments of the present inven- 
tion further relate to computer storage products with a 

IS computer readable medium that contain program code 
for performing various computer-implemented opera- 
tions. The computer-readable medium is any data stor- 
age device that can store data which can thereafter be 
read by a computer system. The media and program 

20 code may be those specially designed and constructed 
for the purposes of the present invention, or they may 
be of the kind welt known to those of ordinary skill in the 
computer software arts. Examples of computer-reada- 
ble media include, but are not limited to, all the media 

2S mentioned above: magnetic media such as hard disks, 
floppy disks, and magnetic tape; optical media such as 
CD-ROM disks; magneto-optical media such as floptical 
disks; and specially configured hardware devices such 
as application-specific integrated circuits (ASICs), pro- 

30 grammable logic devices (PLDs), and ROM and RAM 
devices. The computer-readable medium can also be 
distributed as a data signal embodied in a carrier wave 
over a network of coupled computer systems so that the 
computer-readable code is stored and executed in a dis- 

•35 tributed fashion. Examples of program code include 
both machine code, as produced, for example, by a 
compiler, or files containing higher level code that may 
be executed using an interpreter 

[0072] It will be appreciated by those skilled in the art 

40 that the above described hardware and software ele- 
ments are of standard design and construction. Other 
computer systems suitable for use with the invention 
may include additional or fewer subsystems. In addition, 
memory bus 1108, peripheral bus 1114, and local bus 

4S 1134 are illustrative of any interconnection scheme 
serving to link the subsystems. For example, a local bus 
could be used to connect the CPU to fixed mass storage 
1116 and display adapter 1120. The computer system 
shown in Figure 1 1 is but an example of a computer sys- 

so tem suitable for use with the invention. Other computer 
architectures having different configurations of subsys- 
tems may also be utilized to implement the client com- 
puter or server computer of the present invention. In an- 
other preferred embodiment of the present invention, 

ss the clientcomputer is a network computer, or NC, which, 
in terms of functionality and storage capability, is be- 
tween a fully self-sufficient " fat" client computer which 
could function as a stand-alone computer, and a dumb 
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client which is almost completely dependent on a server 
or mainlrame computer. In yet other preferred embodi- 
ments, the client schema can reside on non-computer 
devices such as smart cards and other smart appliances 
that can run the Java platform, in addition to computers 
with limited memory storage such as personal digital as- 
sistants (PDAs) and hand-held computers. 
(0073] Although the foregoing invention has been de- 
scribed in some detail for purposes of clarity of under- 
standing, it will be apparent that certain changes and 
modifications may be practiced within the scope of the 
appended claims. Furthermore, it should be noted that 
there are alternative ways of implementing both the 
process and apparatus of the present invention. Accord- 
ingly, the present embodiments are to be considered as 
Illustrative and not restrictive, and the invention is not to 
be limited to the details given herein, but may be modi- 
fied within the scope and equivalents of the appended 
claims. 



tion stored under control of the server computer 
and derived according to the profile; 
configuring the computer using the configura- 
tion infomnation; and 

facilitating centralized management of configu- 
ration information by the server computer. 

A method as recited in claim 3 wherein sending the 
profile to the server further comprises arranging the 
profile information to include hardware information 
relating to the client computer and information re- 
lating to a user of the client computer. 

A method as recited in claim 4 wherein establishing 
a connection further comprises: 

exchanging version information between the 
client computer and the server computer; and 
determining a version of software to be used to 
exchange data between the client computer 
and the server computer. 



A method of preparing data before sending it over 
a computer network, the method comprising: 

retrieving a first set of data containing a first plu- 
rality of data items on a server computer; 
retrieving a second set of data containing a sec- 
ond plurality of data items on the server com- 
puter, where the first set of data and the second 
set of data relate to a client computer; 
associating data items in the first set of data 
with data items In the second set of data items 
thereby creating a plurality of data item corre- 
spondences; 

applying a set of rules to the plurality of data 
item correspondences; and 
deriving a third set of data containing a third plu- 
rality of data items. 



A method as recited in claim 3 or 4 wherein the client 
computer is a network computer. 

A method as recited in claim 3, 4, or 6 wherein the 
server computer stores configuration relating to a 
plurality of client computers. 



2. A method as recited in claim 1 further comprising: 

establishing a connection between the client 
computer and the server computer; and 
sending a client profile from the client computer 
to the server computer. 

3. A method of configuring a client computer in a com- 
puter network including a server computer, the 
method comprising: 



establishing a connection between the client 
computer having a profile and the server com- 
puter; 

sending the profile to the server; 

retrieving configuration information relating to 

the client computer, the configuration informa- 
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(54) A protocol for exchanging configuration data in a computer networic 



(57) Methods and apparatus are disclosed for pro- 
viding a data framework and associated client/server 
protocol for storing and exchanging data among com- 
puters in a network. A data schema having an n-way 
tree-type structure with a root node layer, intermediate 
node layers, and a data layer for storing configuration 
data is described. The intermediate node layers contain 
a multitude of nodes containing categorical information 
relating to components and various aspects of the com- 
puter network. Following a tree structure, each interme- 
diate node and root node has branches emanating to 
nodes below it. These subordinate nodes are referred 
to as children nodes. The data node layer is at the bot- 
tom of the tree and contains actual specific configuration 
data relating to components and other aspects of the 
computer network, such as information regarding users 
registered to use the network. Certain portions of the 
intermediate nodes and data nodes make up persistent 



dataspaces in which the actual specific configuration 
data in the data nodes is modified on either a client or 
a server computer, and is stored on the server computer. 
This allows the associated specific information to be 
nonvolatile and accessible by a multiplicity of client com- 
puters. The client/server protocol allows configuration 
data to be transferred between a client and server and 
for the maintenance of the connection between the cli- 
ent and the server. Configuration data and user profiles 
are stored on a server computer thereby minimizing the 
amount of memory needed by the client computer, 
which can be a device with low memory capabilities 
such as network computers, PDAs, or smart cards. The 
protocol also includes a method of coalescing configu- 
ration data before sending it to a client computer thereby 
reducing the memory requirements of the client compu- 
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